Manual for Connecting VPN in Windows
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+  Subject Digital certificate for VPN208323
To: ashokKET@gov.in -

[5 VPN209323 pix (SKB)

Dear Sir/ madam,

In reference to your VPN application for updating
your site, the Digital Certificate for client authentication is enclosed.

The procedure for importing & configuration the digital certificate is available in our site (http://vpn.nic.in) .

Please reply to the same mail for providing the private key via sms.
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Please providing the private key via sms.
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On 08/18/17 01:41 PM. vpn services <vpnservices{@nic.in> wrote:
Dear Sir/ madam,
In reference to your VPN application for updating

your site, the Digital Certificate for client authentication is enclosed.
The dure for i ing & confi i

Please reply to the same mail for providing the private key via sms.

the digital certificate is available in our site (http://vpn.nic.in) .
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1 Certificate Import Wizard ﬁ

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificats trust

lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is ssued by a certification autherity, is
a confirmation of your identity and contsins information
used to protect data or to establish secare network.
connections. A certificate store is the svstem area where
certificates are kept.

To continue, dick Nex:.

- .
Centificate Impart Wizard [

File to Import
Spedfy the file you want to import.

| | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store {.55T)

Learn more about certificate file formats
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Certificate Import Wizard =5

Password

To maintain security, the private key was protected with a password,

Type the password for the private key.

| Password:

|| Enable strong private key protection. You will be prompted every time the
private key iz used by an application if you enable thiz option.

[ Mark this key as exportable. This will allow you to back up or transpart your
keys at a later time,

Include all extended properties.

Learn more about protecting private kevs

<Back || mext> | [ cancel

To maintain security, the private key was protected with a password.

Type the password for the private key,

Password:

[] Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later tme.

Indude all extended properties.

Learn more about protecting private keys

< Back Next > Cancel

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(@ Automatically select the certificate store based on the type of certificate

(7 Place all certificates in the following store

Certific bore:

Learn more about certificate stores

<Back [ mext> | [ cancel




Certificate Import Wizard N PAETW N ﬂ
Completing the Certificate Import
Wizard
Vi gJ The certificate will be imported after you dick Finish.
o
i;.:‘? You have specfied the following settings:

(Rl S R EEERe k) Automatically determined by t|

Content PFX
File Mame Ci\UsersiSanjay\Desktop VPN

<Beck || Fnsh | [ cancel

|
Certificate Import Wizard u

||@I The import was successful,
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l Browser's compatibility: IE 9 and above

Kindly upgrade Windows XP and Windows Vista as Microsoft has stopped support and patches for these ¢ VPN Client for linux4.2
released, leaving them vulnerable. VPN services will not be available on Windows XP and Windows Vista ¢

hitps://vpn.nicin/#




& 7( , ($ * Open Cisco AnyConnect Secure Mobility Client
from the Quick Launch bar or
Program Files and you will see the following in the bottom right corner of the screen.
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About NIC VPN Services
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under various E-GOV project.
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& Cisco AnyConnect Secure
Mobility Client

9 and above ]

land Windows Vista as Microsoft has stopped support and patches for these operating systems are no longer
rable. VPN services will not be available on Windows XP and Windows Vista clients from August 30, 2017.

+ Hit Connect button to begin connection.
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Ready to connect.

sconnect. nic.in

- You will be prompted to select a certificate from the list of certificates currently
available on your machine. Select the one you wish to use and click OK as shown
below.
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| Cisco AnyConnect - Certificate Selection
Select the certificate for authentication,

Valid From: 02/09/2014 to 02/09/2016
Click here to view certificate prope... |

[T==ug| SANDEEP KULSHRESTHA's . |
|P > ] Issuer: SafeScrypt sub-CA for RCAI...

| N |

4| SANDEEP KULSHRESTHA'S ...

Issuer SafeScrypt sub-CA for RCAL ...
Valid From: 08/09/2016 to 08/09/2018

ASHOK KUMAR CHAUDHA...
Issuer: vpnca
Valid From: 18/08/2017 to 18/08/2019




| The username will be pre-filled from your certificate. You just have to enter
your password and click OK

?ﬁiﬂ:ﬂ AnyConnect | scunnect,miic:i?-ﬁ

Please enter your username and password.

LISt farme I ASHOK KUMAR CHAUDHARY /510D 147ENO04000005C8

Password: |
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% Cisco AnyConnect | sconnect.nic.in m
Please enter your username and password.
LISErnaEmie: | ASHOK KUMAR CHAUDHARY /5100 147E0004000005CE
Password: i
r Ok | [ Cance
]
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@'ﬁisco AnyConnect | sconnect.nic.in

Mew Password: |

Verify Password'
Connection Banner
Password expiring, you must enter a new
password to continue,

| contiue | |
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Accept any other prompts that come up during the process as this is a trusted site
and you need not worry about it.

%

# VPN will be connected in a minute and you will see the following in the bottom right
corner of the screen.

9 Cisco AnyConnect Secure Mobility Client =l

- Connected to sconnect2.nic.in.
| sconnect.mic.in
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& When you wish to disconnect the VPN session, click on the AnyConnect Secure
Mobility Client icon in the quick launch bar and then click Disconnect.



